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1.

INTRODUCTION
This guide is created to introduce users to secure files on NXP.com and provide information on how to access them.
Having secure access rights allows you to access authorized secure information on NXP.com, including secure files

(documentation and other design resources). You can browse, search, requestand download thisinformation. The secure
files are NDA-protected files aboutour products and the accessis personalized based on your secure access rights.

Selected files for which you
have secure access rights.

O NXP (10)

® Secure Files (12}%

FILTER BY

[J Data Sheet

[] Reference Manual
[ Application Note
[J User Guide

[[] Supporting Information

HOW TO APPLY FOR SECURE ACCESS RIGHTS

To access secure fileson NXP.com, you musthave secure access rights. Follow these steps to submita request, your
application will be individually reviewed by NXP and subject to company verification.

1. Signup today, an NXP accountenables you to access “registered” and “secured content”.

2. Requestan NDAto receive proprietary and confidential information on NXP products.

3. Qualifywith NXP to access authorized resources by submitting your request. Uploading your NDA will help to speed up
the verification process.

4. Authorized information will be available from My NXP Account> Secure Files if your requestis approved.

Accounts with access rights can request additional access where available on NXP.com.To gain more access, further
verification may be required. To learn more aboutthis process, go to the Secure Access Rights page.

x PRODUCTS ~ APPLICATIONS  DESIGN  SUPPORT ~ COMPANY Q Search Sign In/Register  LANGUAGEv &

Home / Support / Secure Access Rights

.
Secure Access Rights

Learn how to qualify with NXP to access highly secure information.

Access authorized secure information on NXP.com, including documentation and other design resources (design files, software, etc.). You can

browse, search, request and download this information. We'll also let you know when highly secure information is available about a product
you are interested in.

Follow the steps from this page to gain secure access rights and manage those rights all from your NXP account.

Access Levels Across NXP | Step-by-Step Application Process | Secure Access Rights FAQs | Additional Documents

Access Levels Across NXP

On NXP.com, a tiered approach is used to designate the level of authorization required to access
content. Across the site you will find content in the following structure:

00 Ov @
[ =) o
Public Registered Secure
Any visitor to NXP.com can access this content Visitors can access this content with a registered Visitors can access highly secure information with
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3. WHERE TO FIND SECURE FILES

3.1. My NXP Account > Secure Files
Note: The Secure Filesunderyour NXP Accountisonly visible if you have secure accessrights.

You can easily browse and search all the authorized secure information related to the products you have been granted
access underthe My NXP Account > Secure Files. This is a web-based application that's designed to protect and
access highly secure information aboutNXP’s products.

Here you can personalize your viewing experience by productor file. When viewing by product, you can search by
productname and filter by category.

} { PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY Q Search My NXP Account LANGUAGE v E

Home / My NXP Account / Secure Files

.
Jennifer Williams Secure Files
Jessica.willams @yahoo.com Access secure, authorized documentation and design resources.

Learn more about secure access rights.

My NXP Account
View your files by:

Profile :
@ Product O All Files
QOrders (14)
Notifications (23) Product Name Product Category Application Category
Search product | ‘ Select v ‘ | Select v

Collections (XX)

Subscriptions

Communication Preferences

Secure Files

Following the selection of a product, you will be prompted with a search box and filtering options; “File Type” and
“Access Status”. The access status identifies the state (e.g., granted) of your secure content.

} : PRODUCTS APPLICATIONS DESIGN SUPPORT COMPANY 1 Se My NXP Account LANGUAGE + E
Home [ My MXP Account / Secure Files
.
Hi, Jennifer Williams Secure Files

jennifer wiliams@avnet com . . -
! h = Access secure, authorized documentation and design resources.

Learn more about secure access rights.

8 Profile

View your files by:
B onders

® Product All Files:
L Hatifications
3 Secws Files new .
& Associated files to:
4 Downloads S532K1 Microcontrollers for General Purpose

¢ Back to Praducts
(O Reoent Activity
B Aees

File Name File Type Access Status
"
£3 Support Tickats &7 Search file Selsct v Selzct v
Sign Out
1-10 of 54 files Sortby:| NewsstDate

SUPPORTING INFORMATION
S32KLxx MCU Family

PDF Rev12 Oct10,202 12MB S32K1xDS Englsh
Pending Accass. This fils has been sent for approval. Thanks for your interest.
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You can also sort by Newest/Date based on the date of revision.

Best Match

sort by (TR |

From A-Z
From £-A

If you are looking for additional information aboutthe product, you can click on the link to “go to the product page” at the
bottom of the page. Your secure files can also be accessed from this productpage. See the 2.2 section of this guide to
learn more.

APPLICATION NOTE
AN5426: Hardware Design Guidelines for S32K1xx

PDF Rev12 Oct10,2017 1.2MB CODE_ID_HERE English
Access Granted ®

Didn't find what you were looking for? To find non-secure product information, go to the product page. To view
certificates and manage secure access rights, go to your profile.

News Dec 13, 2022. NXP Semiconductors Announces Conference Call to Review Fourth Quarter and Full-year 20...Read more

wr

A
ABOUTNXP  CAREERS  INVESTORS  MEDIA  CONTACT  NXP ACCOUNT BENEFITS iny f @
Privacy | Terms of Use | Terms of Sale | Website Feedback ©2006-2020 NXP Semiconductors. All rights reserved.

3.2. Product Pages

You can find secure files on product pages underthe “Secure Files” toggle. To access them, navigate to a select™
productpage and go to the Documentation and Design Resources, you will find secure information for that specific
product. The fileslistincludes advanced filtering options such as keyword, file type and access status. The access
status identifies the state (e.g., granted) of your secure content.

[1] If you already have secure access rights, you can find a selection of authorized products for you under My NXP
Account > Secure Files. See the 2.1 section of this guide to learn more.
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&

S32K1 Microcontrollers for General Purpose Receiving aleris @ Q Search My NXP Account

Overview Product Details ~ Documentation Design Resources ® Training  Support

Documentation

Quick reference to our documentation types.

O NXP (10) V Filter by keyword

@® Secure Files (54)®

1-5 of 54 documents Sortby = Relevance -~

FILTER BY SUPPORTING INFORMATION

[ Data Sheet S$32K1xx MCU Family

PDF Rev12 Oct10,202 1.2MB S32K1xxDS English
Pending Access. This file has been sent for approval. Thanks for your interest

[] Fact Sheet
[0 Application Note

[0 Application Note

Software DATA SHEET
[ Reference Manual S$32K1ax MCU Family
PDF Rev12 0Oct10,2019 1.2MB S32K1xxDS English
More v

Request Granted ®

Access Status®

IDE AND BUILD TOOL
Select
|: TFS Flash Driver Software for Kinetis and ColdFire+ Microcontrollers

ZIP Rev1.2 Oct10,2018 1.2MB S32K1xxDS

4. ACCESS STATUS OF SECUREFILES

The access status represents the state (e.g., granted) of the secure content. This status is visible under the file name as
follows:

e Access Granted. You have gained accessto view this file due to a related file to which you have accessor due to
a projectyou may be working on.

e Request Required. This file requires a secure access rights request.

e Access Pending. This file has been sent for approval. Thanks foryour interest.
Access Declined. If you thinkthis has been declined in error, requestaccess rights.
Request Granted. You have gained secure access rights to this file due to a request you made.

[] Application Note
Software DATA SHEET

[ Reference Manual S32K1xx MCU Family

PDF _Rev 12 Oct10 2019 1.2MB S832K1xxDS English
I Request Granted @

More v

Access Status®

IDE AND BUILD TOOL
Select ~ 3 . i . i
TFS Flash Driver Software for Kinetis and ColdFire+ Microcontrollers

rd | =] Boy 12 Ot d0 2098 1 2 MBS0 vwDS

Important: Fileswith the “Request Required” status need additional justification for N XP approval.
Important: Fileswith the “Personalization Pending” status mustbe personalized before you can download them. You

will receive an email when the file is ready to download. This process can take up to 24 hours before itbecomes
available.
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5. PREVIOUS REVISIONS

You can access previous revisions of a file by going to My NXP Account > Secure Files and selecting a file or by
navigating to a product page and finding “Secure Files” under Documentation and Design Resources. Shown below is
an example of whatto expect when accessing previous revisions of afile.

Note: Previous revisions will be displayed only if you previously downloaded them. If you need access to an old version
of a document, please contact support for availability.

DATA SHEET
S32K1xxMCU Family - Data Sheet NEW

PDF Rev 1.4 Oct10,2021 1.2MB §832K2xx English § Previous Revisions
Request Granted ®

Previous Revisions

532K1xx MCU Family
Rev 1.3 Aug 10,2020 1.0MB S32K2xx

S32K1xx MCU Family
Rev 1.2 Mar 10, 2019 1.2MB S32K2xx

532K1xx MCU Family
Rev 1.1 Feb 10,2018 14 MB S32K2xx

532K1xx MCU Family
Rev 1.0 Feb 5, 2018 2ZMB S32K2xx

6. CERTIFICATES FOR SECURE FILES

6.1. Manage Certificate(s)

Note: The followingis only applicable if you have received an NXP Secure Access Rights certificate before. When you
gain access to a secure file, a certificate provided decryptsfiles for viewing when downloaded. You will receive an email
which contains a certificate file which you will need to download and install. To install certificates, a password is needed
(see section 6.2 for further explanation).

If you lose or delete this certificate, you mayrequesta new certificate. In the case that your certificate is expired, you
may also request a new certificate that will be generated and sent via email. In this case, files that were encrypted with
a prior certificate cannotbe decrypted with this new certificate. To retain access to the secure files, please keep your
previous certificate installed.

Www.nxp.com
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> Audio > RF
> Interfaces > RFID/NFC
> Peripherals and Logic > Security and Authentication
> Power Management > Wireless Connectivity
Certificates for Secure Files To decrypt secure files, request available certificates. Request certificates
Install your certificates using your certificate password.

6.2. Accessing Passwords for Certificate(s)

To install certificates from NXP.com, a password is required. To access this password, navigate to My NXP Account >
Profile and locate “Certificates for Secure Files”. Here, you will find a password to decrypt the certificate(s) you already
downloaded. Inthe case that your password is locked, you may request new certificates.

Note: The certificate password is only visible for seven (7) days. If you no longer have accessto your password, you
may requestnew certificates. NXP will resend your available certificate via email.

Secure Access Rights

Contact NXP Employee Edit

Company Website avnet.com Edit

Products you have secure access io:

[J Expand All
> Processors and Microcontrollers > Sensors
> Audio > RF
> Interfaces > RFID/NFC
> Peripherals and Logic > Security and Authentication
> Power Management > Wireless Connectivity
Certificates for Secure Files To decrypt secure files, request available certificates. Request certificates

Install your certificates using your certificate password

To access encrypted files, use the following password to install certificates:
e I'_‘]-'

Password is only visible for seven days.

If you no longer have access 10 your password you may request new certificates. NXP will resend your available certificates via email.
Note: all certificates must be installed to view specific secure files.

To learn more about certificates, go to the Secure Access Rights FAQs page and search for the ‘Certificates for Encrypted
Secure Files’ section.
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7. HANDLE SECURE PDF DOWNLOADS

e It's strongly recommended to open the secure files downloads using PDF Acrobat Reader. To learn more about
opening and viewing PDFfiles, visit our accessibility guides for downloads.

e Some downloads are encrypted and require a certificate to be opened. To learn more aboutcertificates, go to the
‘Certificates for Encrypted Secure Files’ section of the Secure Access Right FAQs.

8. SUPPORT

All your authorized secure files should be available under My NXP Account > Secure Files. If you can’tfind a specific file or
there is an issue with accessing your secure information while on NXP.com, visitour Secure Access Rights FAQs to find
answersto common questions along with troubleshooting techniques or contact support.
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